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Abstract--- Access control methods refer to specific frameworks applied in computer systems to dictate users’ 
accessibility to specific objects. In this case, it is the strategy applied in limiting access to the computers 
virtual, physical, and system resources.  
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I. INTRODUCTION 

T is also the process by which users gain privileges and are 
granted access to information, resources, and systems. To 

facilitate this process and assure access, users must present 
specific credentials and details that are verified to corroborate 
the user’s identity; thereby ensuring security (Lehtinen, 
Russell &Gangemi, 2006).  

For instance, a username and login password can act as 
an access control, granting a user access to a secured 
computer system. However, this option does not guarantee 
security because the credentials can be transferred to another 
user. A more secure system could include a thumbprint or 
retinal scanner that is unique to specific users and, cannot be 
transferred. In this respect, access control can be construed as 
a strategy for securing computers by supporting 
authorization, authentication, and auditing processes that 
identify the user seeking access to the system (Solomon, 
2013). As such, access control is a practice responsible for 
securing information and setting privileges towards the 
identification of a specific user, listing sites that can be 
accessed, and the time when access is allowed. Notably, the 
entire security system is offered by administrators. This study 
proposed a hybrid access control technique to discern its 
efficiency, as well as future implications for the field of 
computer networks.  

II. METHODS OF ACCESS CONTROL 

Access control entails providing permission, as well as a 
group of users to whom the permission applies. Indeed, three 
principal methods of access control are available; 
differentiated by the level of security provided, as well as the 
nature of protocols governing the users’ right to use. The 
three methods include discretionary access control (DAC), 
mandatory access control (MAC), and role-based access 

control (RBAC). DAC involves access controls that are 
coordinated by the owner of the file or site, and that the 
owner selects authorized individuals to access the file – using 
control lists. Therefore, DAC is used in small business 
arenas. On the other hand, MAC involves the application of 
greater structures that classify users before categorizing 
levels regarding the amount of access that is allowed. In 
essence, it is based on both the clearance level of the user and 
data, as well as the object’s classification. Organizations that 
commonly use this method include CIA, FBI, all the branches 
of the US Military, and Federal Agencies. In contrast to 
DAC, MAC coordinates access through the rules configured 
by administrators. Lastly, RBAC presents a set of controls 
that govern access to data on the basis of roles, rather than 
user specificity. Specifically, RBAC decides the amount of 
information the receptionist can access while ensuring that 
the site’s manager has greater access than the receptionist 
groups (Vacca, 2013). Indeed, RBAC works better in 
companies that experience high turnover.   

III. POSITIVE AND NEGATIVE ASPECTS OF 
MAC, DAC, AND RBAC 

The three principal methods of access control pose 
mixed outcomes that comprise advantages and disadvantages. 
This variation makes the approaches appropriate in different 
and specific scenarios (or situations). DAC has the advantage 
of offering and enforcing a good security policy. This merit is 
informed by the fact that the file’s owner exhibits the 
capacity to grant or deny access to the system; fostering 
absolute control. However, the approach is disadvantageous 
in such a way that it applies to single or small systems and 
companies – because it does not differentiate levels of 
security clearance; making it difficult to apply in larger firms.  

MAC has the advantage of assigning security levels and 
clearance to both the information and system users, thereby 
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allowing for its use in large organizations or agencies in 
which data sensitivity is varied. This outcome ensures that the 
users can only access data from sections where they are 
authorized. Additionally, MAC has the capacity to eliminate 
human errors through logical controls, as well as reduce 
damage through physical controls. Lastly, RBAC has the 
advantage of applying software controls that determine which 
users are permitted to access information, granting 
permission to those who are authorized to access the data. 
However, RBAC is disadvantageous in such a way that it is 
not applicable in large institutions that have multiple 
departments. Also, RBAC has the disadvantage of allowing 

users to exchange access clearances that are prone to security 
breaches (Solomon, 2013). This analysis suggests that DAC 
is more appropriate for small companies with a single system 
and one user level. On the other hand, RBAC is adequate for 
either small and large companies or agencies with multiple 
departments and different user levels. Its disadvantage is that 
a user can only have one role and level of clearance in the 
entire organization. It is further worth highlighting that MAC 
is appropriate for large companies that have many 
departments and user levels, attributed to the provision of a 
desirable level of security.  

 
 

 

Figure 1 - An Illustration of the Selected Access Control Models  
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IV. STRATEGIES FOR MITIGATING THE 
NEGATIVE ASPECTS 

It is evident that negative aspects of access control 
methods revolve around the amount of security provided 
and thenumber of security levels it can support. This 
affirmation implies that specific access control methods 
ought to be matched with specific scenarios to mitigate 
risks. In this case, DAC is only appropriate for small 
organizations with few employees and a single level of 
users. This arrangement ensures that its disadvantages, 
which are exposed upon being applied in large companies 
with multiple layers of users,are mitigated. Furthermore, 
RBAC is appropriate for both small and large organizations 
with single and multiple levels of users, making it 
inappropriate for organizations whose users perform 
multiple roles. The implication is that the best strategy for 
mitigating negative aspects arising from the methods of 
access control is to apply them to specific organizations in 
which they are better suited (Bhardwaj, 2007; Vacca, 
2013). 

 
Figure 2 - The Proposed Hybrid Access Control Framework via 

MAC and RBAC Configuration  

V. EVALUATING AND CHOOSING THE BEST 
ACCESS CONTROL METHOD  

The present case is concerned with the provision of 
information security for a medium-sized federal 
government contractor. The organization has many task 
forces and user groups who require multiple levels of 
access. As such, there is a need for adequate security 
because of the fact that it is a government contractor whose 
role involves handling state-related affairs. Given the state 
of the firm, it becomes appropriate to select an access 
control method that will allow for multiple levels of access, 
useful in large organizations while offering a desirable level 
of system security.  

From the choices of DAC, RBAC, and MAC, it is 
prudent for the organization to apply MAC as the most 
appropriate access control method. This observation is 
informed by MAC’s ability to allow for multiple levels of 
access, useful in organizations with numerous departments 
and those that desire adequate levels of security. By 
applying MAC, the contractor is likely to foster security 
classifications and labels; with information access decisions 

determined by the clearance level of both the data and user 
groups. Besides, an adoption of MAC implies that the 
selected firm will configure information access rules. In 
turn, the rules will be enforced by operating systems in a 
quest to enhance system security – in the wake of threats 
from deliberate and accidental circumventions (Solomon, 
2013; Vacca, 2013). Therefore, MAC has been selected as 
the best access control method for the federal contractor.  

VI. PERCEIVED CHALLENGES AND 
POSSIBLE SOLUTIONS TO MAC’S 

ADOPTION  

Whereas findings suggest that MAC is the best option, 
weaknesses remain inevitable. The first challenge involves 
the development of an effective system that could be 
applied on a firm-specific basis; as the process of satisfying 
both the stakeholders’ needs and user preferences is likely 
to pose a dilemma. This challenge could be mitigated by 
identifying specific levels of the security system and 
clearance, as well as the projected number of people that 
will access the information − from respective access points. 
Also, the challenge can be mitigated by evaluating the 
available MACs in the market and selecting those that 
match the needs of the company. The second challenge 
concerns the process of hiring task forces in the IT division. 
The challenge is specifically attributed to the need for 
expertise in the practices of setting up and managing the 
MAC system, as well as correcting links when the need 
arises. This challenge can be mitigated by employing 
qualified and experienced IT personnel. The final challenge 
concerns the need to ensure that the company’s personnel 
have the capacity to use the selected MAC appropriately. 
Despite its complexity, the challenge can be mitigated by 
holding seminars and conferences to embrace employee 
training and development or functional path provision 
towards better performance (Lehtinen, Russell &Gangemi, 
2006; Solomon, 2013).  

VII. CONCLUSION 

In conclusion, it is evident that system security is an 
important concept in information management. Specific 
concern arises in situations where the data management 
system involves computers. In this study, outcomes suggest 
that the access control methods serve to address sections of 
security concerns by securing data in both the authorized 
and restricted states. Specific access control methods that 
have been examined include DAC, RBAC, and MAC. 
Whereas the three options are critical to data security 
operations, MAC has been selected as the most appropriate 
system for the selected company. The documentation is 
informed by the capacity of MAC’s merits to surpass 
potential disadvantages. In summary, it can be inferred that 
access control is an approach responsible for securing 
information with the intention of identifying and 
authorizing specific site user groups. By adopting MAC as 
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an appropriate access control technique, it is projected that 
the company will realize an improved level of performance 
− in terms of user access to the system, as well as data 
security.  
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