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Abstract--- Employee’s commitment is an essential detail for organizational survival. Studies have demonstrated
that commitment has a large effect at the successful overall performance of an organization. This is because an
especially enthusiastic employee might be able to perceive with the dreams and values of the organization can
have a more potent choice to belong to the employer and is willing to show more organizational dedication. If
human assets are said to be an enterprise‘s greatest property, then devoted human assets need to be appeared as
an agency’s competitive benefit. Employee dedication complements process overall performance. A vital
predictor of this type commitment is motivation, which motivates employees to spend time and electricity within
the organization contributing to the success of the business enterprise. Because of this truth, there is a growing
hobby in expertise the relationship between motivation and dedication. There is plenty of studies achieved at the
topics involving motivation and dedication however studies on linkages among different varieties of motivation
and exceptional attentions of commitment are hardly investigated. Factor evaluation, SEM which means
structural Equation Modeling techniques is employed for information evaluation. The effects found that all
extrinsic elements have effective and widespread effects on employees. This have a look at provides right
quantity of knowledge at the significance of extrinsic factors for improving the personnel” commitment within
the non-public commercial banks in Bangladesh.

Keywords--- Extrinsic Factors, Motivation, Private Commercial Banks, Employee Commitment, Bangladesh.
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Protection of Sensitive Data: The database contains
sensitive information usually sensitive to the owner or any
third party interested in it, for example, personnel records,
account details, patient data, and other business information.

I. INTRODUCTION

1.1. Importance of Database Security

T is crucial to guarantee data confidentiality and avoid

unauthorized access to the database. Since data is now stored

in databases, the security of such data is crucial due to the
surge of cybercriminals. [1-4] Here is a list of seven aspects
showing why database security should be considered as the top
priority: (Figure 1)

> Protection of Sensitive Data ‘

> Prevention of Unauthorized Acces ‘

> Compliance with Regulatory Standards ‘

O Prevention of Data Manipulation and Integrity Attacks ‘

> Mitigation of Cyber Threats and Attacks ‘

> Business Continuity and Disaster Recovery ‘

> Maintaining Customer Trust and Reputation ‘

Figure 1- Importance of Database Security
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The problem with this type of information is that it is not
secure from theft, misuse, or exposure. Anti-virus programs,
passwords, etc., or any other mechanisms that provide security
to the information, support security from accessing
information from unauthorized hackers.

Prevention of Unauthorized Access: One key factor that
makes data vulnerable to losses is unauthorized access. In
some cases, the attackers might find a way to breach the
authentication by exploiting a weak or developed flaw in the
configuration of a database system. By ensuring that RBAC,
MFA, and strict and intensive passwords are applied, only the
permitted people can make alterations to records in the
database.

Compliance with Regulatory Standards: It is obligatory
for companies engaged in data processing to follow legal
requirements like GDPR, HIPAA, PCI-DSS, and SOX. They
entail that companies use encryption, auditing, and limitations
when accessing certain items. If it does not meet the
compliance requirements, there are usually penalties that may
be paid through fines, legal, or even damage to reputation.

Prevention of Data Manipulation and Integrity Attacks:
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Protecting stored information is significant to provide the
appropriate support for decision-making in the organization
and other processes that require it. Malware may be used to
perform an SQL injection, perform an inside attack, or
manipulate the records of the database. Security measures, for
instance, hashing, digital signatures, and transaction logging
are also effective in ensuring data integrity since they prohibit
alteration of data.

Mitigation of Cyber Threats and Attacks: These are

essential because the databases are the major victims of cyber
criminals currently using methods like SQL injection,
ransomware, and Denial-Of-Service (DoS). Firewalls,
intrusion detection systems, Database activity monitoring and
automating threat response mechanisms lower the threat level
of being attacked by intruders.
Business Continuity and Disaster Recovery: Security
incidents such as leakage or theft of information are hazardous
as they may paralyse organizational operations and result in
beyond a loss. Measures like data mirroring and data
protection in backup media, both on-site and offsite, help
organizations to restore after potentially disastrous events like
cyber intending, system breakdowns, or even accidental
deletion.

Maintaining Customer Trust and Reputation: Most
organisations have suffered the risk of a data breach, which can
lead to loss of customer confidence and business deals, thus
causing more damage. When it comes to database security, one
cannot underestimate the need to protect customer
information; this way, companies seek to prove they care for
their customers, improving their B2C credibility.

1.2. Deep Dive into TDE, VPD, and Audit Vault
Implementation

Transparent Data Encryption (TDE) Implementation:
TDE is a feature used in the database for security purposes, and
it concerns the encryption of data files in storage. This
guarantees that TDE converts all the contents in the specific
database files to unrecognizable codes that cannot be read
without decryption keys, even with stolen files. It uses
techniques such as symmetric encryption, including AES-256,
but these do not slow down the performance of databases. The
Oracle Key Management Framework (KMF) provides a way
to manage keys to encrypt and decrypt the data so that only
those users and applications who are allowed to decrypt the
data are the only ones who can decrypt it. TDE is initiated
through key stores' generation of keys and can be done at table
or column levels. TDE works at the file level, which makes it
function transparently to applications hence incurring small
changes to the database queries; thus, TDE can be termed as a
good supplement of security for compliance and data-sensitive
organizations.

Virtual Private Database (VPD) Implementation: VPD
stands for Virtual Private Database, and it is a type of access
control method implemented by modifying a portion of the
SQL query as per the user's rights. It differs from conventional
access control systems that prevent users from accessing
certain tables or databases completely VPD only allows them
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to observe or modify the rows and columns they want. This is
particularly convenient in cases where many users are in the
system, and everyone has different levels of privileges and data
visibility privileges. VPD, in essence, involves the creation of
policy functions in PL/SQL, which are associated with tables
through security policies. The VPD policy allows the security
conditions to be added to the SQL statement issued by a user,
and the system removes prohibited rows from the results.
While with the help of VPD, data confidentiality is improved
and insider threat is prevented, there can be complications
concerning policies that can slow down the query execution.
Secure access to data is crucial in industries such as finance,
healthcare, and government sectors, and VPD fits these
sectors.

Audit Vault Implementation: Oracle Audit Vault is a
technology that aids organizations in monitoring and auditing
database activity to discover security threats and maintain
compliance within an organization. It retains information on
activity in several databases in real-time for analytics of access
patterns, identification of violations, and production of
compliance reports. The Audit Vault has three components:
the Audit Vault Server, the collection agents, and the reporting
console. The Audit Vault Server is designed to maintain the
logs securely, and collection agents are used to get logs from
different databases. It is up to administrators to set audit policy
to determine the type of activity that needs to be audited, like,
logins, permissions, and changes to data. After logs are
obtained, the reporting console can be used to analyze the
security, investigate the nature of events trends, and have a live
monitoring of threats.

II. LITERATURE SURVEY

2.1. Evolution of Database Security

Security of the databases has come a long way from basic
levels of private controls to modern complex structures. In the
beginning, protection was quite easy. A simple password
protection of a database was used which can be easily cracked.
[5-8] Several security controls emerged, such as data
encryption, RBAC for managing users’ access, and continuous
auditing to monitor unauthorized activities. In the current
generation, cyber security employs the use of machine learning
and anomaly detection to facilitate the prevention of attacks.

2.2. Comparative Studies on Oracle Security Features

Quite many comparative studies have been carried out to
determine the security features of Oracle against other DBMSs
such as MySQL, PostgreSQL, and SQL Server. These studies
show that Oracle has a comprehensive security solution, some
of which include Transparency Data Encryption, Virtual
Private Database, and Database Vault for containment of
access. While most other DBMSs come with some basic
security features, Oracle has tools for security as part of the
database, and a company with high level security needs will
find it more suitable for use.

2.3. Regulatory Compliance and Database Security

Due to increased concern regarding data protection laws
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such as the GDPR, HIPAA, and PCI-DSS, enhancing an
entity's security is crucial to meeting the regulatory
requirements. Whether for regulatory compliance or
feasibility, data encryption, access control techniques, and
strict auditing procedures have become integrated values in
adherence. Implementations of information security standards
that require database security are meant to prevent liabilities
and penalties. Thus, compliance-oriented security is a
necessity for today’s databases.

III. METHODOLOGY

3.1. Implementation of TDE

3.1.1. TDE Architecture

TDE is implemented to protect structured data by
selecting data files for encryption so that personal data will not
be casily available even when access to the physical media is
gained. [9-12] TDE utilises symmetrical algorithms for data
encryption purposes, including AES-256 encryption, while it
does not hinder application operations. The key management
within Oracle is achieved by a Key Management Framework
(KMF) that includes auto login key stores and other things like
a Hardware Security Module.

3.1.2. Steps to Enable TDE

STEPS TO ENABLE TDE
Configure the Create an Encrypt Sensitive Validate
Keystore Encryption Key Columns or Encryption
Tablespaces Status

Figure 2 - Steps to Enable TDE

Configure the Keystore: One way to enable TDE is to
create a Keystore, which manages all the encryption keys.
There are many keystore types supported by Oracle — keystore
based on software and Hardware Module Security Of Storage
(HSM). Before continuing with the rest of the walk-through,
there is an important step: create the Keystore, open it, and
configure it so that the database can look for encryption keys
when necessary. (Figure 2)

Create an Encryption Key: Once the keystore
configuration is done, an encryption key is produced to
encipher and decipher data in the database. Oracle provides an
option for creating a master key for the database through the
ADMINISTER KEY MANAGEMENT command. This key is
a master key, the role of which is to guarantee the secure
storage of information in the database platform.

Encrypt Sensitive Columns or Tablespaces: After
generating the encryption key, specific database objects, such
as the columns or even the tablespaces in the database, can be
encrypted. Oracle TDE ensures adequate protection through
details level encryption on one or more columns in a table or
broad table space encryption. Encryption is, however,
incorporated without interfering with the flow of the
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application and its interactions with the databases.

Validate Encryption Status: Once again, it is necessary to
check its effectiveness whether encryption is enabled or not.
The encryption statuses can be viewed by administrators from
Oracle’s Data Dictionary Views like Encryption Keys &
Dba_Encrypted Columns to ensure that the data is encrypted
securely. This paper also established that regular audits and
key management practices ensure that the network remains
secured with the need to adhere to various regulatory
requirements.

3.2. Implementation of VPD

3.2.1. VPD Policy Functions

VPD provides a high level of security through authorized
row and column-level access by implementing policy
functions. At the same time, it changes the SQL queries used
based on login or session information to ensure that the user
doesn’t have access to unwanted data. It, therefore, increases
privacy and security as only the authorized user can access the
specific data, thus suitable for multi-tenant environments. For
example, policy functions are in PL/SQL databases and
provide dynamic predicates to be added to user queries to
enhance filters.

3.2.2. Creating a VPD Policy

Define
Policy
Function

Attach
Policy to
Table

Validate
Data Access

Figure 3 - Creating a VPD Policy

Define Policy Function: to execute this function, it is
necessary to develop a policy function with PL/SQL to
implement VPD. This function creates a dynamic WHERE
statement to limit the data the application user can view based
on the user's identity, the department, or any other parameter.
It allows the user to view only the rows allowed to view, thus
improving security and data privacy. (Figure 3)

Attach Policy to Table: After creating a policy function, it
has to be associated with the database table using the procedure
DBMS RLS.ADD POLICY. This links the function to the
table and defines the instances when it should be implemented.
This is because policies can be set in various SELECT,
INSERT, UPDATE, and DELETE to cover all aspects of data
security.

© 2023 | Published by The Standard International Journals (The SIJ) 51



The SIJ Transactions on Computer Science Engineering & its Applications (CSEA), Vol. 11, No. 1, December 2023

Validate Data Access: To verify, therefore, the effectiveness
of the formulated VPD policy, the following steps should be
taken after its implementation. IT professionals can test for
multiple users to leave the firm’s server to make certain
restrictions implemented to accomplish the objectives. Trying
to query data from the table using the various user accounts
created should only allow access to the permitted data, thus
ascertaining that the VPD policy is properly in place.
Continual checks and modifications also ensure that security
and policies are up-to-date regarding access control.

3.3. Implementation of Audit Vault

3.3.1. Architecture and Components

Oracle Audit Vault is, therefore, a central control system
for accumulating, storing, and managing audit trails from
databases to improve security and compliance. The solution’s
architecture consists of several components: collection agents,
a repository database, and a reporting console. Like Check
Point Certify, collection agents are located in database servers
to collect compliance audit trails and transmit them to the
Audit Vault Server, which will manage the received data. [13-
16, 17, 18, 19, 20, 21] The reporting console enables the
administrator to realize the audit activities, identify
irregularities, and produce compliance reports. This
arrangement makes the auditing real-time and assists
organizations in avoiding any unlawful break-ins and leakages.

3.3.2. Steps to Deploy Audit Vault

Steps to Deploy Audit Vault
Deploy Collection Generate Security
Agents Reports
. o
8 .
Install and Configure Configure Audit
Audit Vault Server Policies

Figure 4 - Steps to Deploy Audit Vault

Install and Configure Audit Vault Server: The process
starts with deploying Oracle Audit Vault Server on one
specific machine to use solely for this purpose. This server is
the focal reference system used to store audit logs. As such, it
needs network parameters, storage space characteristics, and
security measures inserted for efficient collection and
protection of the logs. (Figure 4)

Deploy Collection Agents: After successfully establishing
the server, the collection agents must be deployed on the
servers hosting the target databases. They capture audit data
from Oracle and other databases, applications, and systems in
general. To allow communication only during data collection
and concurrently after the agents are set up, they are registered
with the Audit Vault Server.

Configure Audit Policies: After putting into practice
collection agents, administrators establish audit policies that
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list the desirable log of activity in the database. The policies
can be modified to alert in case of failed login attempts, data
change, and privileges escalation. Further, the estimators
meant to be fine-grained augment a tailored way of detecting
the right events to make compliance and occurrence analysis
efficient.

Generate Security Reports: Prepare the audit reports that
will be used to study the security pattern to identify the
potential threats. The Audit Vault offers stock and custom
reports that simplify the investigation, compliance, and
remediation of security incidents, if any. Additional protection
is provided by the viewing, auditing and alerting where

database activities are checked up consistently and
automatically.
Iv. RESULTS AND DISCUSSION

4.1. Performance Analysis

Transparent Data Encryption affects the performance of
the database differently compared to a Virtual Private
Database and Audit Vault. Table 1 outlines the above-
mentioned security features based on three attributes:
encryption overhead, query execution time, and audit log size.

Table 1: Performance Analysis

Security Encryption Query Audit
Feature Overhead Execution Log Size
Time
TDE 50% 10% 0%
VPD 20% 80% 0%
Audit 0% 10% 100%
Vault
120%
100%
80% —
60% — TDE
40% +— — VPD
20% +— — Audit Vault
0% T T 1
Encryption Query Audit Log
Overhead Execution Size
Time

Figure 5 - Graph representing Performance Analysis

TDE (Transparent Data Encryption): TDE implies an
additional factor of 50% as an encryption and decryption
process consumes resources. However, the time consumer is
reduced by only 10% for query execution time because while
a query is being executed, the encryption is performed at the
storage layer. Thus, it is not intrusive to database functionality.
TDE does not write to any file and log mechanism. As such,
there will not be any addition to the size of audit logs. From
general prospects, TDE provides adequate security for data

© 2023 | Published by The Standard International Journals (The SIJ) 52



The SIJ Transactions on Computer Science Engineering & its Applications (CSEA), Vol. 11, No. 1, December 2023

stored in a database while not compromising the operation
speed of queries. (Figure 5)

VPD (Virtual Private Database): VPD dynamically grants only
fine-grained access control by adding the security predicates at
the SQL level. This incurs an additional cost of 20% of policy
evaluation, but the most affecting aspect of query execution
cost is 80%. As the number of implemented security conditions
increases, the time required to process the queries increases.
As for some issues, VPD does not create logs as usual of an
auditing system; therefore, it does not contribute to the size of
the audit log. It may need performance tuning for large-scale
policies, especially for row/column access control, which VPD
is well suited for.

Audit Vault: The audit vault is aimed to maintain the data of
audits and reports of audits in one location. However, it does
not introduce intermediary encryption overheads, increasing
the query response time by 10% as it logs security events in
real-time. The impact is viewed with the greatest influence on
audit log size because each activity in the database is logged
for security review and compliance purposes, causing a 100%
increase in size. Although this has the added advantage of
improving security monitoring, organizations must provide
enough storage for logs and think of archiving.

4.2. Security Enhancements

TDE, VPD, and Audit Vault together form a strong
security system operating at multiple levels, which improves
database security through the protection of data in the
database, access control to the data, and development reports
of all the activities. It is important as it encrypts data at the
storage dimension to protect sensitive information. This way,
even if the intruder gets physical access to the database files,
he cannot decipher them without the keys. Having a
transparent mechanism for operation, TDE does not infringe
on the applications, making it ideal for the management of
databases. Most importantly, it assists the organization in
addressing the compliance issues of data protection laws like
the EU GDPR, HIPAA, and PCI-DSS to retain data security
from unauthorized access and breaches. VPD increases
security by providing a multi-level data partitioning system per
row and column of the database table. Unlike most systems
that restrict access to all the tables or views, VPD dynamically
changes the result set of SQL queries that are returned, making
some parts invisible to the users based on roles, attributes, or
policies that are defined. It also ensures that other users cannot
access specific information with no privileged rights, leading
to inside threats or leakage of sensitive information. Thus,
VPD applies security policies at the database level and shall
enhance sensitive information's security without requiring
amplified alterations to application logic. However, complex
policies may affect query performance, and these, therefore,
ought to be well-optimized. Audit Vault also enhances security
by offering more extensive auditing and monitoring qualities.
It maintains audit trails that the supporting organizations can
use to track all the activities in the database, including logins,
changes, and unauthorized accesses. The centralized audit
repository feature of Audit Vault enables the identification of
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irregularities, monitoring of suspect activities, and generating
compliance reports aimed at conforming to laid down legal
regulations. As with all the forensics frameworks, the vigilance
and analysis of these responsibilities greatly minimize the risks
involved by enhancing security within the database. Overall,
using TDE, VPD, and Audit Vault together will enhance the
security of an organisation’s information to prevent
unauthorized access and adhere to the latest regulatory
standards.

4.3. Case Study: Securing Financial Transactions
The banking institution adopted TDE, VPD, and Audit
Vaul to secure customer transactions and avoid the risk of

unauthorized access.
Table 2: Case Study: Securing Financial Transactions

Security Before After Chang
Metric Implementatio | Implementatio | e
n n
Unauthorize | 100% 60% 40%
d Access
Incidents
Data Breach | 100% 40% 60%
Attempts
Compliance | 100% 30% 70%
Violations
120%
100%
80% -+
60% - B N B Unauthorized
40% -+ _ - Access Incidents
20% + — — — Data Breach
0% . . . Attempts
’8.000 ,s.&\o*\ ’b°¢§' C.omp'liance
& & o) Violations
&
N2 N2
ISR
NS N
& Q&?}
PO

Figure 6 - Graph representing Case Study: Securing Financial
Transactions

Unauthorized Access Incidents: Before taking all these
measures, unauthorized access incidents were at a whopping
100 percent, which implies that there were several
vulnerabilities within the organization through which
unauthorized data access was always possible. Specifically,
with the help of TDE, VPD, and Audit Vault, the number of
cases of unauthorized access was minimized to 60 percent,
which indicates that there has been improved by 40 percent.
This decline shows that data encryption made it hard for
unauthorized people to access important information, while
fine-grained access control also inhibited unauthorized users,
and auditing mechanisms provided the means of identifying
and combating security threats. The organizations made many
efforts to reduce cases of insider and external threats by
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ensuring that only authorized personnel could access important
data. (Figure 6)

Data Breach Attempts: The initial percentage of external
or internal threats trying to breach the system’s security was at
100%. Security postures improved, and subsequent breach
attempts were only realized at 40%, and as such, the numbers
were reduced by 60%. The implementation of TDE made it
possible that even if attackers invaded the database, they could
not read the encrypted information. VPD minimised access by
users, especially those who were not supposed to access certain
areas. Audit Vault provided real-time tracking of activities and
even prevented them from escalating. This combination gave
a strong security measure to reduce the leakage of vital data.

Compliance Violations: Lack of security policy, poor
access control, and absence of audit procedures for regulating
the organization's activities led to 100% of regulatory
compliance violations. Security measures that were used
helped reduce the compliance violations to 30 %, which
marked an improvement of 70%. Using TDE in encryption
ensured customer data complied with GDPR and PCI-DSS
regulations, while VPD implemented access control to avoid
data leakage. The main features that helped organizations
ensure proper compliance within the auditing process include
the logging and reporting frameworks that Audit Vault offers.
This reduces the case of infringement of the set rules and
regulations, improving overall compliance and avoidingf legal
repercussions.

V. CONCLUSION

This paper focuses on the key measures, namely TDE,
VPD, and Audit Vault, that enhance the security of Oracle
Database. This means that there are continuing challenges in
how organizations can enhance data security and control
access to meet the demands and standards set by the regulatory
act, such as the GDPR, HIPAA, and the PCI-DSS.
Incorporating TDE, VPD, and Audit vaults helps to achieve
several layers of security that reduce risk exposures in
unauthorized access, breach of data, and compliance issues.
TDE is an important aspect of the solution that ensures that
data is protected at the storage level by encrypting it. This
means that even if some of the users sneak and gain access to
the database files, they cannot decrypt or use the information
inappropriately because they do not possess the relevant
encryption keys. Due to high transparency, TDE does not
interfere much with the existing applications; rather, it serves
the legal need for However, while TDE is beneficial in
protecting data stored in the database, it does not facilitate
control of access to the decrypted data, where VPD comes in
to enhance security.

In addition, VPD offers precise access control by
enforcing security in the row and even at the column level.
Here, VPD works by changing the SQL queries generated and
used by the OLTP according to the role and privilege level of
the user. Thus, the unauthorized personnel cannot access
confidential information, and the risk of insider threats is
reduced significantly. While it is arguable that VPD can
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negatively affect the performance of queries, particularly when
more policies are defined, it greatly improves the security of a
multi-user database if the data restriction relates to the roles
defined in the system. VPD allows rows and column-level
security policies to be established to control the users’
privileges properly. This is because VPD can change SQL
queries according to the user's role and his or her permissions.
This helps to bar any scrupulous person from accessing
sensitive data and contain insider threats. While it is apparent
that VPD may affect query response time, especially with an
extensive policy, its capability to restrict data access by user
role greatly boosts the database’s security in a multi-user
environment.

Yet another advantage of Audit Vault is its capability of
giving detailed audit and continuous monitoring of the data
base activities. It keeps a record of login attempts, data
changes, and violations in access, which helps the security
team to assess activities. The benefits of the identified
approach would be manifold in general and include: In this
way, organizations can create audit reports and discover
emerging threats while they are still in their early stages.
However, since the audit log file creates a huge file, managing
storage and archiving the logs at intervals is critical for
enhanced performance. In this case, TDE with VPD and Audit
Vault makes sense as these are solid security solutions that
help protect data from unauthorized access, maintain its
integrity, and ensure it is always available. Although these
technologies are impactful in enhancing security, there is a
need to research more on security by Al, policy enforcement
by Al and Al-based anomaly detection. In the area of database
security, the integration of Al and automation could lead to
further increased effectiveness of threat detection in real-time,
decrease the amount of time spent handling them manually,
and improve the system's efficiency. In conclusion, one cannot
overemphasize that cyber threats continue to grow in
complexity; therefore, organizations need to update their
security measures. Encryption, fine-grained access control,
and auditing mechanisms are some of the existing ways
databases can be secured; with the advancing technologies in
both artificial intelligence and the automation of processes,
new ways of even more secure database security are expected
in the future enhanced digital world.
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